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Abstract: This paper deals with the paradoxes embedded within military counterterrorism, focusing on how organisational adaptability, ideological underpinnings, and aggravating nature of terrorist groups render their opponents’ military superiority irrelevant. Using Operation Enduring Freedom and the war in Gaza as case studies, it highlights the gap between military capability and sustainable outcomes. It argues that eradicating terrorism through military means alone is infeasible and calls for approaches addressing the conditions that sustain terrorism.
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The contemporary global landscape is shaped by the great power tensions between the US, China, and Russia, an exponentially growing wave of extreme right and left movements in European states, including the UK, France, and Germany, and an expected resurgence of Islamic Jihadism since the Israeli occupation of Gaza. Capitalising on this politically charged environment, terrorist organisations exploit and amplify existing party divisions, societal fragmentation, and ideological splits to undermine political cohesion and governance, thus creating favourable atmosphere for radicalisation. In this context, effective counterterrorism policies have become a pressing global concern. Since the initiation of President Bush's 'Global War on Terror', Western powers have struggled to fulfil their agenda of eradicating terrorism both domestically and internationally despite their considerable military power and resources. The persistent challenge of combating terrorism highlights a fundamental paradox in counterterrorism efforts: despite their limited resources and military capacity, terrorist groups often successfully challenge powerful state actors. This study explores the factors that enable terrorist groups to overcome their military disadvantage and achieve maximum effectiveness. It aims to bridge the gap between theoretical discourse and security policy by linking the specificities of terrorist groups that render military power irrelevant with currently developing counterterrorism strategies. The paper argues that the military 'eradication' of terrorism is an infeasible policy goal and advocates for a more sustainable approach that encompasses a set of non-coercive measures expected to prevent and contain the terror threat.

This argument unfolds in four sections. The first section illustrates the paradox that informs the main focus of this paper on the US-led Operation Enduring Freedom. This operation reveals the immense military disproportion between the conflicting entities, and makes this paradox clearer. The second section discusses the vulnerabilities of the military counterterrorism approach, which stem from the specificities of terrorist organisations that allow them to compensate for the military advantage of their opponents. The third section brings attention to the ongoing occupation of Gaza as a current example of the unsolvable dilemmas within the military response to terrorism at the intersection of legality, effectiveness, and morality. Finally, this paper offers general policy recommendations for a more sustainable security environment.

The Paradox
A key question in the study is how terrorists bend a fundamental principle of international relations: the notion that greater military and economic power of a state gives it greater ability to influence or inflict damage on its rivals. Terrorist groups suffer from lots of limitations: they lack territorial control and legitimacy, face significant resource constraints, and possess minimal military power. Nevertheless, they predominantly challenge states with considerable military and economic strength. Moreover, responses to terrorist attacks frequently fail to eradicate the terrorist threat and deteriorate the security situation. This essay will explore this paradox as exemplified by the political failure of the US-led Operation Enduring Freedom provoked by the 9/11 attacks.

The 9/11 attack by Al-Qaeda is the deadliest terrorist act of all time causing significant damage to the world's military and economic superpower. These attacks not only took the lives of 3,000 civilians, but targeted the symbols of the American republic – the World Trade Centre, the Pentagon, and presumably the Capitol. These devastating effects led to history's only invocation of Article V of the North Atlantic Treaty and triggered the most extensive counterterrorism initiative – the Global War on Terror (GWOT). The GWOT mobilised globally coordinated efforts to 'eradicate' terrorism, and 'stop terrorists' and those who aid them [1]. The GWOT began with the invasion of Afghanistan on 7 October 2001 in the exercise of the US' legitimate right to self-defence under the UN Charter.

Drawing from the remarkably swift military success during the 1991 Gulf War, the Coalition forces assumed that overwhelming military and technological superiority would result in a quick victory [2]. The military strategy focused on tangible operational goals, such as the toppling of the Taliban regime [3, 4]. The network-centric capabilities allowed an ideal synchronisation of ground forces, combat aircraft, air bases, and command centres [5]. JSTARS, UAVs, and JDAMs, which reduced times down the response to several minutes [6, 7]. The military and technological capabilities were coupled with a brilliant military strategy known as the 'Afghan model', which combined the use of special forces (mainly CIA) supported by an indigenous group – the Northern Alliance, protected by an 'umbrella' of air forces. Despite the difficult mountainous terrain and the dispersed structure of the Taliban, the Taliban regime was toppled within three months. However, this military success did not lead to a sustainable political outcome.

Key Al-Qaeda and Taliban officials, including Osama bin Laden, Ayman al-Zawahiri, and Mullah Mohammad Omar found refuge in Pakistan and exploited nationalist sentiments to continue projecting the violent ideology, gain recruits, and encourage new attacks [8]. The movement regrouped and continued to coordinate insurgent activities, which necessitated a change in the military strategy. Recognising the inadequacy of the military approach, the intervening forces combined military, political, and civilian initiatives [9]. Thus, counterterrorism slowly transformed into a counterinsurgency with a stabilisation and state-building agenda [10]. The newly formulated policy agenda had three often conflicting goals. The first one was to create a stable democratic government, that represents all groups of the highly fragmented society and prevents the resurgence of extremist groups. The second was to win 'the hearts and minds' of the indigenous population to gain local legitimacy and avoid local sanctuary and support for the insurgency. Finally, the counterinsurgency inevitably included military pressure on the insurgency and military support to local security services to contain the insurgency [11].

The lack of a clear overarching objective and the constantly fluctuating policy goals led to a division between the US, which advocated for heavier military involvement to intensify the targeting of insurgents, and European allies, which promoted a population-centric approach that emphasised providing humanitarian aid and building government institutions. The fragmentation of coalition forces and the conflicting objectives slowed down and aggravated the operation, and significantly prolonged the presence of foreign troops, causing severe damage to the infrastructure, challenging the economy, deepening poverty, increasing displacement, and creating a deteriorating humanitarian situation. While the coalition forces were initially welcomed by the Afghan population as savours, the worsening conditions increased local resistance and incited anti-Western sentiments.

After two decades of counterterrorism and state-building efforts in Afghanistan, former President Trump ended the operation with a controversial deal with the Taliban that completely excluded the Afghan government. The deal exchanged the withdrawal of American troops for the Taliban's vague promises to keep organizations like Al-Qaeda under control. This deal has left Afghanistan under Taliban control and consumed by violence. Ultimately, the 9/11 attacks managed to provoke a reaction that impaired the reputation of the US and NATO as saviours and guarantors of international peace.

The Vulnerabilities of the Military Approach to Terrorism
The limitations of the conventional military approach to countering terrorism, as evidenced by the invasion of Afghanistan, can be attributed to the specificities of terrorist organisations that enable them to neutralise indirectly their opponents' conventional military power. Such characteristics are the organisation of terrorist groups, their ideological underpinnings, and their provocative nature.

Organisation of terrorist groups
Unlike well-organised state armies, terrorist groups are under constant pressure from counterterrorism efforts and are highly constrained in terms of resources. In this unfavourable environment, terrorist groups prioritise maintaining operational security while optimising efficiency [12]. One way to ensure both is to develop an organisational structure resilient to counterterrorism measures. Typically, terrorist groups are dispersed across great distances and have no central command structures or clear departmental boundaries but capitalise on communication technology to coordinate attacks [13]. The absence of a centrally operated headquarters offers them one main strategic advantage: neutralising one or several terrorist cells, does not necessarily cripple the whole organisation. When attacked, loosely organised terrorist groups usually manage to regroup and adapt to counterterrorism efforts. Additionally, in their efforts to disseminate messages to the global public and gain recruits internationally, such groups pursue broad goals and articulate abstract grievances [14]. The formulation of vague and non-negotiable goals diminishes any prospects for resolving conflicts through peaceful means.

In addition to being geographically dispersed, terrorist groups are deeply embedded within society and civilians serve as the breeding environment for terrorist activity. Terrorists seek refuge and hide among the population to conduct guerilla attacks, draw attention to their cause, and announce their presence. Terrorists often exploit local grievances and provide basic services to the population, creating dependency and 'buying' local support for terrorist ideologies and narratives. This social embeddedness creates an 'identification problem' which makes it difficult for conventional armies to differentiate between civilians and terrorists. Consequently, armies become vulnerable to committing unintended atrocities, as they often fail to kill terrorists without hurting civilians. As civilian casualties are growing, counterterrorism measures become counterproductive, as local populations increasingly perceive intervening forces as occupiers, potentially driving them into the hands of terrorists [15].

Ideology
Terrorist groups typically lack a formal structure and are not confined to a specific territory. Instead, their organising principle is an ideology or a narrative they construct. Terrorists often weaponise existing ideologies or exacerbate societal divisions to ascribe a cosmic meaning to personal or local grievances. This strategy has a dual effect: it extends their cause to a global audience, enabling them to mobilise support from geographically distant populations, and universalises their attacks, making the immediate target only a symbolic assault on a broader entity. For instance, the 9/11 attack was not merely an attack against the US, but the entire liberal world, Christianity, and Western civilisation as a whole.

Terrorist narratives usually revolve around an 'us versus them' rhetoric that portrays a simplified version of reality that juxtaposes a clearly defined enemy with a victimised in-group. This ideology is usually enforced with brutal application of force. Such was the rise of the Islamic State which evolved from a small group into a powerful self-proclaimed state with revenue of over 2.2 trillion dollars [16]. During the building phase, the small group conducted high-visibility attacks, assassinated key figures, created a growing sense of crisis, and spread anti-Western messages [17]. The US invasion of Iraq, the toppling of the Baathist regime, and the civil war in Syria amplified anti-Western sentiments and provided the perfect weakened host states for the Islamic State to expand. The expansion culminated in 2014 with the establishment of an Islamic caliphate capturing territories in Syria and Iraq. The remarkable rise of the Islamic State illustrates the potential of a simply crafted brutal ideology and its resistance to military pressure, reconfirming the notion that even after military defeat the underlying terrorist ideology persists, making the resurgence of similar organisations highly probable. This observation underscores the implausibility of attempts to eradicate terrorist groups formed around an ideology through military force alone.

The Provocative Nature of Terrorism
Terrorist groups strike at the heart of liberal democratic states by targeting both civilians and the values these societies hold, inflicting severe damage on the state's reliability. Terrorist attacks target public spaces to demonstrate governments' lack of monopoly on the use of force [18], creating a sense of crisis and the perception that no place is safe, thus undermining public trust in the opponent government's ability to provide security. Capitalising on democratic governments' sensitivity to civilian lives and their duty to protect them, terrorists target civilians with the ultimate goal of triggering a disproportionate response that will delegitimise enemy states. Initially, terrorist attacks generate international solidarity with the attacked state. However, if these attacks provoke an excessive military reaction, such as a full-scale invasion, the intervening forces encounter unsolvable dilemmas at the intersection of legality, legitimacy, morality, and effectiveness.

Counterterrorism is governed by various legal constructs, such as the principle of self-defence, which may contradict other humanitarian or legal obligations. For instance, actions taken in self-defence may result in civilians' casualties and violate humanitarian law. Counterterrorism must also adhere to principles of justice, morality, and fairness, yet upholding these principles may undermine operational effectiveness. For example, prioritising the provision of humanitarian aid and protection of civilian lives limits the capacity to inflict harm on the adversary. Conversely, compromising on fundamental moral principles can damage actors' international standing and erode their legitimacy. In navigating these dilemmas, states are urged to compromise on at least one of these aspects – legality, legitimacy, morality, or effectiveness. Any such compromise bears the risk of fully inverting the initial international backing potentially leading to the withdrawal of military or humanitarian support, or even imposition of sanctions against the government fighting terrorism. Ultimately, the international community weakens the challenged government and unintentionally aligns with the objectives of the terrorist organisation.

Terrorism as a 'Wicked Problem'
The decentralised structure, the ideological foundations, and the provocative nature of terrorist groups allow for the categorisation of terrorism as a 'wicked problem' [19]. Wicked problems are globally significant issues 'characterised by uncertainty, complexity, and contestation regarding their origin, definition, and policy solutions' [20]. Wicked problems hold high potential for political conflict and have no final solution [21]. The attempts for solutions often generate unexpected consequences and new problems of greater magnitude [22].

Conceptualising terrorism as a wicked problem highlights the difficulties counterterrorism efforts face in identifying the true enemy – the terrorists, the whole state, or the ideology itself. This conceptual ambiguity complicates the formulation of clear policy objectives or counterterrorism strategies, as evidenced by the US' post-9/11 counterterrorism strategy. The US has repeatedly reformulated its targets in response to the complex and evolving nature of terrorism. Initially, the US formulated 'terrorism' as a general phenomenon as the enemy. This approach, however, was overly vague and did not result in the formulation of specific targeted strategies. Later, counterterrorism efforts were directed against terrorist organisations, networks, individuals, and their state sponsors, which allowed for the more precise targeting of groups like Al-Qaeda and the Islamic State. Narrowing down efforts to a specific organisation, however, was also problematic, as it overlooked the evolving and fluid nature of terrorism, its ideological underpinnings, and the dispersed organisation of terrorist groups. The significant weakening of Al Qaeda and the assassination of Osama bin Laden in 2011 indirectly created a backlash that created conditions for the rise of the Islamic State and the US facing a new type of terrorism that combined terrorist with guerrilla and insurgency tactics. Overall, the concept of terrorism as a 'wicked problem' highlights the inherent difficulties of combating terrorism with military means alone, re-emphasising the need for a more nuanced and adaptive counterterrorism strategy.

Al-Shifa Hospital Bombings
Most recently, the competing demands of military objectives and humanitarian and moral principles came into direct conflict during Israel's full-scale invasion of Gaza in response to Hamas's attack on 7 October that killed 1200 Israelis and took 240 hostages. One of the most contested moments of the occupation was the siege and bombing of Gaza's largest medical facility, where thousands of displaced civilians, hundreds of patients in critical condition, including 36 premature babies, and 700 medical staff were trapped [23]. Israel cut off access to electricity, water, and food [24]. Shortages of fuel sustaining all medical equipment, like incubators and sterilising machines, brought Gaza's healthcare system to a 'point of no return' [25]. The hospital ran out of basic equipment and medicines like anaesthetics, oxygen tanks, blood banks, and antiseptics [26].

Legally, Israel has full rights to use force in self-defence under the UN Charter [27]. Israel's response is further supported by the principle of necessity, as it was initially driven by a legitimate aim – to release the innocent Israeli civilians held as hostages by Hamas. While Hamas openly violates international law, kills civilians, takes hostages and uses 'human shields', Israel claims to be going to great lengths to avoid causing civilian deaths out of humanitarian concerns [28]. The targeting of civilian structures, like the Al-Shifa hospital, is justified by Israel with the claim that Hamas's command-and-control centre is located beneath the buildings [29, 30]. Moreover, the Israeli Defence Forces drop leaflets with instructions for evacuation before attacking such facilities, demonstrating their humanitarian concerns [31, 32].

Israel's legal grounding, however, is highly problematic. From a legal perspective, even if Hamas's control and command centre is located under Al-Shifa, this does not automatically make the hospital a 'free-fire' zone because civilians trapped inside remain protected under International Humanitarian Law (IHL) [33]. Under IHL, Israel is obliged to give a chance to civilians to evacuate. Israel's evacuation warnings have not been accompanied by the provision of a practical evacuation plan or route and forced medical staff to abandon 700 patients who would die on their own, or die while being transported [34, 35, 36]. The shortage of resources as a result of the raid caused Al-Shifa's medical care to collapse amidst a time when civilian injuries amounted to tens of thousands [36].

From a legal and moral perspective, Israel's military campaign has yielded far more distressing outcomes than Hamas' terror attacks. During the days preceding the raid of Al-Shifa, 40 patients died, including four premature babies [37]. The hospital ran out of fuel that sustained incubators, ventilators, and sterilising machines and was left low on basic medical equipment like anaesthetics, oxygen tanks, medicine, and blood banks [38, 39]. The brutalities in Al-Shifa were taking place in a context of over eleven thousand Palestinians killed, including 4630 children, and 164 attacks on medical facilities [40]. These outcomes are in clear violation of the basic rules of IHL, the prohibition of indiscriminate and disproportionate attacks and art. 18, 19, and 24 of the Geneva Convention [41] concerning civilian hospitals' protection, non-combatants, and children.

Finally, in terms of effectiveness, Israel's approach is ineffective for the military goal they have announced – to 'eradicate Hamas'. Like most terrorist groups, Hamas is dispersed and fluid and lacks a single command-and-control structure or official headquarters. The excessive retaliation of Israel was not only anticipated by Hamas but was the very purpose of the October 7 attacks, implying that the probability that Hamas's fighters were located in the hospital at the time of the attack was near zero. Additionally, the severity of the bombings and the unfolding humanitarian catastrophe is highly likely to strengthen support for Hamas and fuel anti-Semitic sentiments.

Ultimately, the insufficient evidence for Hamas's alleged use of Al-Shifa as a command centre undermined the credibility of Israel. The unfolding of the disaster in Gaza also flared up doubts about whether Israel weaponised international law to justify immoral policies and construct what Sanders calls 'plausible legality' [42]. The occupation also ranks among other interventions in Afghanistan (2001) and Iraq (2003), and once again erodes the widespread perception of full-scale military interventions as an effective tool in countering terrorism.

Conclusion
This study demonstrates how seemingly disadvantaged terrorist groups exploit various factors to challenge effectively powerful state actors. The phenomenon observed throughout the paper is that military superiority does not necessarily produce sustainable counterterrorism outcomes. This notion is exemplified by Operation Enduring Freedom and the ongoing occupation of Gaza and highlights the inherent limitations of the military approach to countering terrorism. The paper discusses how terrorist groups leverage their lack of a solid structure, weaponise existing ideologies, and often successfully provoke a disproportionate reaction by targeting civilians of other states. These tactics of terrorist organisations necessitate a more holistic approach that integrates measures beyond the military engagements that address the pre-conditions for a terrorist activity to take place. Internal counterterrorism measures should prioritise the prevention of radicalisation through programmes that engage with individuals at risk of radicalising. On the contrary, external counterterrorism interventions should emphasise breaking the dependence of civilians on terrorist groups, addressing local grievances, and providing security against indiscriminate violence.

The mobilisation of society in the struggle between terrorist and counterterrorist approaches bears important implications for party radicalisation and fragmentation. Terrorist strategies of amplifying their social support undermine political cohesion and weaken states' ability to counteract. Party polarisation deepens social divides and creates fertile ground for extremism. Therefore, limiting party polarisation would raise the probability of a unified counterterrorism strategy and prevent its recurrence by enhancing societal resilience. Consequently, further research on terrorism and counterterrorism should focus on the correlation between political polarisation and the intensity and scale of terrorist threats.
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